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Abstract: Crowd sensing, as a new paradigm
for perception data collection, has been
widely applied. However, in the process of
constructing a knowledge graph for group
intelligence perception networks, attackers
can use the correlation of participant
temporal data to reconstruct participant
related information, resulting in privacy
leakage. A participant sensitive temporal data
privacy protection method(PSTDPP) based
on localized differential privacy is proposed
to address this issue. Firstly, we use a
knowledge graph to construct a sensitive
temporal data relationship network and
explore the correlation between temporal
data background knowledge. Secondly, by
combining attention mechanisms and mutual
information ideas, a privacy model for
participant submitted data and an availability
model for perceived data are constructed, and
personalized local differential privacy is used
to solve the problem of graph data
availability under privacy budget constraints.
The simulation results show that the
proposed method can effectively prevent the
privacy leakage problem of sensitive temporal
data, and can achieve a good balance between
privacy protection level and data availability.
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1. Introduction

As a new perception data acquisition paradigm
in the field of multi-sensing devices iot [1],
Crowd Sensing combines mobile sensing and
crowdsourcing ideas to crowdsource tasks
through mobile devices and quickly collect and
acquire massive data.MCS has been widely used
in such fields as transportation planning [2],
environmental monitoring [3], and intelligent
medical care [4].A typical MCS architecture

http://www.stemmpress.com

consists of a task requester who requests the
perception platform to collect data, a participant
who collects the perception data via a mobile
device, and a tripartite perception platform that
aggregates and processes the perception data
uploaded by the participant.

knowledge graph (KG), as a visual mapping tool
for knowledge domain, has attracted much
attention in semantic mining related work in
many fields. By building a visual network to
assist industry development,The existing
mainstream general domain knowledge maps
such as Freebase[5], DBpedia[6], YAGO[7],
NELL[8], Wikidata[9], etc. have been
constructed and can be applied to the actual
environment.Knowledge graph is a directed
network graph that takes entities in the real
world as nodes and the relationship between
nodes as edges.In the graph, each directed edge
and its linked head and tail entities together form
a fact triplet, indicating that the relationship
between the head and tail entities is.This paper
considers adding time information to the
expression of knowledge structure in the field of
swarm intelligence perception to ensure the
timeliness of data, embedding time information
into the embedding process of knowledge graph,
adding time dimension information on the basis
of fact triples, expressed as, where is the
occurrence time of fact relations.

As the structural data of graph network,
knowledge graph contains rich data information.
The multi-modal characteristics of information
in graph structure also greatly increase the
difficulty of privacy definition, such as the
absence or existence of nodes in the graph [11]
and the absence or existence of specific edges
between them [12].Differential privacy is an
effective tool for data analysis and data privacy
protection. As a statistical concept of privacy,
differential privacy has several ideal properties:
(1) It is robust to the edge information, because
learning additional information about the data
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generating entity will not weaken the privacy
performance [13];(2) Independent of post-
processing, arbitrary post-calculation of private
data will not weaken privacy performance [14].
In view of the above, this paper considers the
privacy of graph data while protecting the
preservation of graph structure. By dividing
different privacy rights into multiple edges,
noise disturbance is carried out to provide
sufficient privacy protection and ensure the data
availability of knowledge graph.The main
contributions of the proposed algorithm are as
follows:

(1) Participants model the submitted data locally
according to the knowledge graph construction
algorithm, and incorporate the idea of localized
differential privacy for noise perturbation,
without relying on a trusted third party.

(2) Combined with LDP privacy budget and
mutual information idea, the differential privacy
protection  of  attribute  association s
realized.Avoid situations where large-scale
statistical calculations on a single attribute can
restore the distribution of perceived data.And the
knowledge graph of sensitive time series data
submitted by participants can satisfy the
availability of graph data and the privacy.

2. Related Work

In recent years, researchers have made a lot of
achievements in differential privacy of graph-
structured data.Day et al. [16] proposed an
"edge-adding" projection algorithm.Edge
traversal is completed by setting all edge sets on
the graph model to empty and ordering them
according to the stability of the edges.At this
time, if the degree between different nodes with
the same link edge is less than the threshold of
the global degree, the corresponding edge is
added.Otherwise, the addition of this edge is
excluded.However, due to the uncertainty in the
order of adding edges, the algorithm cannot fully
retain the edge information in the original graph
structure.Liu et al. [17] proposed a local
differential privacy model DP-LUSN for owning
social network architecture. The DP-LUSN
model first uses the community discovery to
mine the potential relationship organization,
then reconstructs the community structure
according to the probability ordering of the
edges, and instill the noise satisfying the
Laplacian distribution into the community.
However, the instability of the algorithm leads
to a large disturbance to the original graph
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network structure, which may affect the
availability of the graph network data.Liu et al.
[18] proposed a DP-ERGM algorithm based on
Random indicator graph model (EGRM) to
generate node networks while ensuring
differential privacy of nodes.Compared with
other methods, this algorithm pays more
attention to protecting the structural features of
the original network model by summarizing
important associations in different graph
network models and inferring statistics
accordingly. However, the scope of application
of this algorithm is limited, and it is difficult to
be widely applied to the privacy protection of
various types and scales of graph networks.Hu et
al. [19] designed a UGDP algorithm, which aims
to map the become weights to probability values
to ensure that the weight information of the edge
is not leaked.This algorithm uses the method of
uncertain graph to publish graph network data,
but this method will lead to the loss of some
structural information and ignore the availability
of graph structure data.

Different from the existing methods, this paper
considers the characteristics of the swarm
intelligence perception environment, and adds
noise to the data feature vector containing
sensitive information in the perception data set
by the participant perception terminal to protect
the individual privacy protection needs of the
participant, while avoiding the noise gradient
accumulation phenomenon caused by iterative
addition of noise in the model training
process.Moreover, the decentralized training
method can ensure the attack speculation
defense  against  semi-trusted third-party
platforms and malicious attackers, so that it can
not effectively reverse infer the sensitive data of
participants.

3. Personalized Privacy Protection Method
for Sensitive Time Series Data

This section mainly introduces the system
framework design of PSTDPP, which is mainly
divided into two parts, the knowledge graph
module and the privacy protection module.

3.1 System Framework

The framework of knowledge graph of sensitive
time series data is shown in Figure 3. The main
modules can be divided into two parts:
knowledge graph learning module and privacy
protection module.The knowledge graph
construction module is constructed in
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combination with the classical TransE model,
and entity embedding information is obtained by
extracting data feature vectors through features.
Then, the attention mechanism is combined to
build a noise-added model for the sensitive data
of participants, and the feature vectors of the
noise-added participants are obtained.

In the building block of knowledge graph,
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intelligence perception data, the concept of
decentralization is adopted to collect, process
and model perception data locally.After privacy
protection, the model satisfying the localized
differential privacy is transferred to the center of
the perception platform for model fusion, which
ensures the accuracy of the model and satisfies
the privacy protection of the participants'

considering the characteristics of swarm personalized sensitive data.
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Figure 1. System Framework

3.2 Building Blocks of Knowledge Graph

Knowledge graph building module usually
adopts knowledge graph representation learning
in the pre-processing stage. In this paper, the
classical knowledge graph representation
learning method TransE is combined to carry out
feature vector learning of entity attributes and
relationship  associations in the  group
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intelligence perception environment.Although
most current knowledge graph representation
learning methods can mine and analyze graph
network structure information in related fields,
this paper considers the characteristics of swarm
intelligence perception data set and combines
the idea of decentralization to build personal
knowledge graph through local training of
participants. After privacy protection, the
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perception  platform is  integrated and
summarized to ensure the accuracy of

knowledge graph model.Table 1 describes the
complete steps of the TransE algorithm.

Table 1. TransE Knowledge Graph Embedding Algorithm

Algorithm 1: Knowledge graph training algorithm

dimensions k

For each relation vector r
For each entity vectore

circulate:
For each entity vector e

Initialize the triplet set Tpatch as an empty list
ergodic:(€;,1,€j)  Spatch.carry out:

O 00 3 O i A W N —

—_ —
— O

. The traversal ends.

—
\S]

—_
98]

. loop end.

Input: Training set= {(€;, I, €;)},Entity set E and relation set R,margin value y,Embedded vector

. Initialize for each relationship vector r R,Random sampling from the ( — % , %) interval.
R.,Divide by its own L2 norm.

E,Random sampling from the ( —

E,Divide by its own L2 norm.
Remove the samples with a number of b from the training set S as one Spatch.

Replace the head or tail entity of the correct triples (&;', 1, &;) or (&;, I, &;").
. Both the positive and negative sample triples are placed in the Tpaech list.

. Update the entity, relationship vectors according to the gradient descent.

5

N %) interval

3.3 Privacy Protection Module

In the privacy protection module, in order to
protect participants' perceived data privacy, this
paper adds Laplacian noise to the correlation
vector of the constructed knowledge
graph.Considering the utility of the data, first of
all, different levels of noise are added to the
privacy data of the participants with different
sensitivity levels.The data density submitted by
participants  reflects  different  preference
characteristics of participants, and the weight
obtained based on the attention mechanism
reflects the participants' concern about different
entity relationship data. The higher the weight
ratio, the greater the impact of the perceived data
submitted by participants on the information
privacy of participants.

The budget allocation system combining the
attention mechanism with the noise addition
mechanism can ensure the utility of the data and
the privacy protection of the participant data in
the process of adding noise to the participant
feature vector.The specific algorithm flow is
shown in algorithm 2. The formula for
calculating the global sensitivity of the feature
vector is as follows: 3.3 Privacy protection
module

In the privacy protection module, in order to
protect participants' perceived data privacy, this
paper adds Laplacian noise to the correlation
vector of the constructed knowledge
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graph.Considering the utility of the data, first of
all, different levels of noise are added to the
privacy data of the participants with different
sensitivity levels.The data density submitted by
participants  reflects  different  preference
characteristics of participants, and the weight
obtained based on the attention mechanism
reflects the participants' concern about different
entity relationship data. The higher the weight
ratio, the greater the impact of the perceived data
submitted by participants on the information
privacy of participants.

The budget allocation system combining the
attention mechanism with the noise addition
mechanism can ensure the utility of the data and
the privacy protection of the participant data in
the process of adding noise to the participant
feature vector.The specific algorithm flow is
shown in algorithm 2. The formula for
calculating the global sensitivity of the feature
vector is as follows: .

Af, = max{e(cj)} — min{e(ci) }#(3)

Where it represents entities in the knowledge
graph and represents perceptual data submitted
by participants.
Then, these feature vectors are assigned with
different levels of privacy budget combined with
sensitivity weight, and the privacy budget is
assigned to the feature vector with greater
sensitivity weight and less noise disturbance.In
this regard, the privacy budget formula for
eigenvector allocation is as follows:
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g1#(4)

In order to ensure the privacy protection of
participants' sensitive time series data during the
construction of knowledge graph, noise is
further added to the knowledge graph of
submitted perception data after the privacy

& = ScL,cj

protection of personal knowledge graph is
uploaded. The feature vector of participants after
adding noise is shown as follows:
Ni
. i Af
e = e(cy)+Lap (s_) #(5)
2
k=1

Table 2. Knowledge Graph Privacy Protection Algorithm

Algorithm 2: Privacy protection algorithm

Input: Knowledge graph G, privacy budget €;

1: Initialize the hyperparameters.

corresponding vector.

map C; Impact weight of the construction Sei g

Af, = max{e(cl)} — min{e(cl)}.

5: for(intm=0;m < k;m++){
6: &= SCL,cj €1;

7o e(cl) == e(cl) + Lap ()

&k

Output: Knowledge graph that satisfies differential privacy G;

2:Extract the participant feature vector from the knowledge graph, learn to obtain the embedding of
entities and the embedding of relationships, and learn the participant information to obtain the

3:By the attention mechanism, get the participants to submit the perceptual data C,i( For the current

4:A noise is added to the feature representation of the map to calculate the global sensitivity:

8:Add noise to the user feature vectore(i) = E'zl e(CL) + Lap (f—f);
2

9:Add the user noise feature vector fusion into the knowledge graph.

Theorem 1 PSTDPP Algorithmic satisfaction
(€11€5)- Differential privacy.
Prove
In Algorithm 2, the privacy protection module is
divided into two parts. In the first part, the
sensitivity of the feature vector of the perceptual
data is calculated, and the corresponding global
sensitivity is shown in the following formula:
Afymax{e(ci )} min{e(c)} = 1#(6)
Where the eigenvector e(Cy) is a constant vector,
where K = 1,2, ..., N;.
The overall privacy of this stage is counted as
€, ,The allocated privacy budget is & = g =
ScL s €1 ,,Therefore, this stage is satisfied & -
Differential privacy;In the second part, the
participants perceive the data feature vectors
e(i)The corresponding global sensitivity is given
by 1,Assign a privacy budget of that is €,,Noise
addition satisfaction Lap(1/¢,) distribute noise,
so the noise is satisfied €&, -Differential
privacy.The above two parts correspond in the
algorithm to noise additions in lines 7 and 8,
respectively, and the perturbed objects are both
feature vectors of participant perception data,
combined with definitions 4,This algorithm
satisfies €- Differential privacy, among € = &; +
€2
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4. Simulation Experiment

4.1 Environment Settings

The simulation environment is Winl1 operating
system, the graphics card is configured as
NVDIA Force RTX3050TI Laptop GPU 4GB,
the processor is configured as AMD Ryzen 7
5800H, and the compilation environment is
python 3.9.18.In addition, the data set in this
paper has been extracted by knowledge, and the
data format is shown in Table 3:

Table 3. Data Format

Head entity [Tail entity relation

UID Sensor type [Sensor value

UID Sensor_device [Sensor sampling_ti
type me

4.2 Privacy Analysis

In order to study the impact of privacy budget
and segmentation parameters on privacy, the
virtual data was randomly generated to evaluate
the privacy of the PSTDPP algorithm proposed
in this paper.

(1) Match degree of attack results

By taking the published graph after privacy
disturbance as a subgraph and taking it as the
knowledge background, we observe the match
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degree between the attack results obtained after
the subgraph attack and the original real data set.
When the match degree is high, the privacy of
the model is worse; on the contrary, the privacy
of the model is better.At the same time, it is
assumed that the malicious attacker grasps the
background knowledge and incomplete
correlation subgraph of the participant, and then
carries out node attack on the knowledge graph
publishing graph.The experimental process is
the change of match degree of attack results with
the increase of segmentation coefficient k and
the allocation of different privacy budgets.As
shown in Figure 5.

As can be seen from FIG. 5:1) As the number of
subgraphs decreases, that is, the segmentation
coefficient increases, the match degree of attack
results shows a downward trend, and when k=
about 40, the match degree reaches the
minimum value, and the privacy protection
effect is the best.2) In the differential privacy
model, the smaller the privacy budget, the higher
the degree of privacy protection, the better the
effect of privacy protection, and the lower the
matching degree of attack results.3) When the
segmentation coefficient is too high, the
subgraph contains significantly less data, and the
match degree of attack results will rebound and
increase, and the privacy protection effect will
gradually deteriorate.

(2) Privacy protection

The experiment compares the privacy protection
level of the graph after perturbation by PSTDPP

and differential privacy algorithm under
different privacy budgets, as shown in Figure 6.
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Figure 2. The Matching Degree of Attack
Results of PSTDPP Algorithm
It can be seen from Figure 6 that under different
privacy budgets, compared with the DP scheme
that directly performs differential privacy on the
graph, the proposed PSTDPP scheme in this
paper shows better privacy protection effect,
which proves the theoretical support in this
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paper.In other words, the privacy protection of
graph data needs to consider the edge structure
and the reasonable allocation of privacy
budget.With the increase of privacy budget,
when the increase to a certain value, because the
amount of noise introduced is small, the privacy

protection of the two methods is less different.
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5. Conclusion

In this paper, the construction process of
knowledge graph is integrated into the swarm
intelligence awareness environment, and the
relational association mining is carried out on
the swarm intelligence awareness data set. In
view of the sensitive data leakage and privacy
risks concerned by participants during the
construction process of knowledge graph, the
differential privacy model with good robustness
against background knowledge attacks is
integrated into the knowledge graph embedding
process.Therefore, a  knowledge  graph
embedding method of swarm intelligence
sensing sensitive temporal data with differential
privacy is proposed.Considering the different
performance scenarios of terminal devices in
swarm intelligence environment, this method
integrates  differential privacy into the
construction process of knowledge graph model
to reduce the cost and ensure the privacy of
participants.This method is suitable for swarm
intelligence sensing multi-terminal scenario, and
the experiment verifies that it can ensure the
effectiveness of knowledge graph modeling
while protecting data  privacy and
security.Future work will further consider how
to optimize the knowledge graph construction
algorithm to reduce the computational overhead
while providing privacy protection, so as to
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achieve a balance between model accuracy,
algorithm performance and privacy protection.
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